WIRIER © 20194511 A 19 H
KT © 2020 4E 2 H 10 H
BEK S0
MAsttT 4 — T — =X
EVE MA % H— h& & —

[EZ] LDAP B4 AMEICEE S EVE MA ~DREIZ ST

RO Zmbl a2 B . BESEILE LR E Y, ¥4tk EVE MA %2 ZFH OB &R,
Windows ¥ =2 V7 4 7' m 27T AIZL %D EVE MA ~OFEIZONWTEHERBHMOEN DS
I/\ij«o

1 =

2020 % (TR T ED Windows ¥ = U 7 4 7w 77 L% AD 3 L O'EVE MA (AD
LDS) #— _—|Zj % & . EVE MA #—/3—73 AD 5 LN AD LDS & oiifg ik L, EVE
MA 7 747 Finb EVE MA $h—_—~ii CE < e DA etEnid v £9°, £72 . EVE MA
a2 R4 Y=L EERIC AD 3 L OVAD LDS & oSz ki L, — B EEEEDFIIH T& 72
KRB AREMENR DV 7,

: Windows &% = U 7 ¢ B~ v 7 Z L 1% OwE a5
[EVE MA #—,3— R3.18.9 LL#i]
| EVEMA 9 —— |
e =
\ AT RTAY TV N mER
* BIERA
\ AD LDS #—/3— !
[EVE MA #—,3— R3.19.0 LA%]
| EVE MA #— /38— ? :
! _ | » AD H— 3—
| A RTA T L @R
| ADLDS #—r"—
[ L]
H—— |-Windows EF¥ =2 VT 4 HHFH 717 T Al
KB ITENEDL L —3—
% EVE MA #— 35— & AD LDS H—/\— %[ — D% — " — LM AR E LChET,

D200321



ZDH, BURTIEHLTO W) R ABEL 20 97,
(1) EVEMA J— =Ry F 2+ 2,
(2) %Hi% Windows ¥ = U7 4 7 v 77 L0 B & 2 EkE 5,
(3) AD. AD LDS I LDAP &4 = #3035,

5| & {5t = Microsoft (LD ABIERDOMERZATWMERD T v 77— R H D IRE ., KEE 2 B8
L. #8YR— K4+ ;b (http://support.dds.co.jp) (2= L E T,

2 Windows tx¥ 2 VT 4 #7077 LONE

2020 FHZFATARTED Windows £X = U7 ¢ B 7 1 7T AT T, Active Directory
R A A BREENO LDAP @5 DL a2 W 19 5720, LDAP &4, 8 LU LDAP F v */L
NA 7 47 (LDAPS FIHKE) ZEE THMEE D & DA Microsoft £ Web
A Mfilisin T £7,

(& ]
[AD FPEEM1F] 2020 4F LDAP B4 & LDAP F v XA T 4 73k,
i@ % | Microsoft Security Response Center

https://msre-blog.microsoft.com/2019/10/02/1dapbinding/

ADV190023 | LDAP Fx )V A T 47 L LDAP BAEBINZT HIzbD~A 7
0y 7K~ AKX A
https://portal.msrc.microsoft.com/ja-JP/security-guidance/advisory/adv190023

3R 7 v =T

+ EVE MA #—/ 3 —
- EVEMA =2~ > K74 >V —/)L (maconfig, maimport, ma_temp_password)

FREY 7 U =713 LDAP B4 % ERk 4 55 128HS LTz, Windows X = U 7
S4BT 7T LN AD BLOAD LDS —_"—Zxf L C#EH IS &, AD BLXOYAD LDS
ORI L E T,

% EVE FA. EVE FA Standalone it ~D¥EE I WEH A,

%% EVE MA R3.19.0.00 (2019412 H 10 HVU U —2R) LW TIX, AD —_—0D &
BT HREEIT->TEY £, Bl AD LDS — S—DEEEMOXFEINE L
RYVET,

D200321


http://support.dds.co.jp/
https://msrc-blog.microsoft.com/2019/10/02/ldapbinding/
https://portal.msrc.microsoft.com/ja-JP/security-guidance/advisory/adv190023

4 KFE

2 ETO Microsoft HEABMBH L 0 . BURLL T O WFNHD WHEPBEL 20 7,

(1)

(2)

(3)

EVE MA #—_—IZxRH ANy FE2EMT 5,
KRNy F . HHFIEELZULTOVA Mpb X7 rm— LT EIN,
[URL]
https://www2.cstorage.jp/public/i2isQAzd3clIASgwBnJhvGf 64raNZUOQ-xfBJXufpw
uS6
[7 7220 — K]
7akSTQFfUMDbS2CFeXMw
Zyra— %, BHFIREOFIEIZH > TRy F2EH LTI 7ZEN,
AD BFLXOEVE MA (AD LDS) #——{Zxf LT, %i% Windows €% = VU7 ¢ &
7w T Lo A R S,
AD B8 X OVEVEMA (AD LDS) #—/3—{"C LDAP &4 2 k3 %,
(1) (2) DTN HARFADEFETL. Microsoft £ Web #1 k
(https://support.microsoft.com/ja-jp/help/935834/how-to-enable-ldap-signing-in-w
indows-server-2008) #£#(Z, AD, AD LDS #—/3—7T LDAP &4 = 20k L %
T, BELHEIZLDMO T AT AOEBIZONTIE, +0IC TR TH & 285 % Fhii L
TLIZENY,
[AD H#—,3—]
IN—TRY)—T [RAf v ar ba—F LDAP — —BXVH| & (72l
WCRRET D), T L VA MUEERELE T,
¥ — : HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Services
¥NTDS¥Parameters
411 : LDAPServerIntegrity
fi¥H : REG_DWORD
il : 0 (LDAP B4 3 H5h)
[AD LDS #—/3—]
TRVVAMEERELET,
¥ — : HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Services
¥<AD LDS 1 > A % » 24 >¥Parameters
411 : LDAPServerIntegrity
fi¥H : REG_DWORD
fill : 0 (LDAP B4 73 HE5h)

% ADLDS A v A o 24 B~ =27 /L[ L IMAdb) O%6. <AD LDS A X
% 24>13 ADAM_MAdb & 720 £,

% AD, AD LDS — =N H L 56, TATOY—"—IZH LTV A RN &
RIET HDMENDH Y £7,

% 2E1E4# : LDAP Channel Binding and LDAP Signing Requirements - March

D200321


https://www2.cstorage.jp/public/i2isQAzd3clASgwBnJhvGf_64raNZU0-xfBJXufpwuS6
https://www2.cstorage.jp/public/i2isQAzd3clASgwBnJhvGf_64raNZU0-xfBJXufpwuS6
https://support.microsoft.com/ja-jp/help/935834/how-to-enable-ldap-signing-in-windows-server-2008
https://support.microsoft.com/ja-jp/help/935834/how-to-enable-ldap-signing-in-windows-server-2008

update default behavior

https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/

ldap-channel-binding-and-ldap-signing-requirements-march-update/ba-p/921536

5 2 W gk

2019411 H 19 B WIKERK

2019411 H 26 H  HEME@HIZH D £H A,

201912 H 3 H  HEHHEHRIZH Y EH A,

2019412 A 11 B N2xt5: Y 7 b =7 ) T4%5%K ) ONEZ T,

2019412 H 17T H  EHFHRITH Y HE A,

201912 H20H X2 UT 4 BH 70l 7 AOARTER%Z 12020 486 225
(2020 - 3 H | IZE®, 7 v 77— NNy FORBEATEZ (2019 4F 12 A RKH] 76
2020 4 1 AW A)) ITEH,

20201 H 8 0  HAERITH Y 8 A,

2020 4£ 1 H 14 H AD LDS $—/3—Zxt4 % 22 %81,

2020 /£ 1 H 22 H AD LDS $—/3\—Zx4 2 O NE % FHT,

2020 £ 1 H 30 H #ii@stH o, N Z B0,

202042 H 3 H T4 ONEE FH,

20202 H 10 H X2 VT s BH7m 7 7 LAOAMTEREZ 120203 H1 726
(2020 F1245) ICEH,

WIEIEHT 202042 H 28 HAZ P ELTHY £1,

Uk

D200321


https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/ldap-channel-binding-and-ldap-signing-requirements-march-update/ba-p/921536
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/ldap-channel-binding-and-ldap-signing-requirements-march-update/ba-p/921536

